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Generalized Analysis of a Distributed Energy
Efficient Algorithm for Change Detection

Taposh Banerjee, Vinod Sharma, Veeraruna Kavitha and A. K. JayaPrakasam

Abstract—We propose an energy efficient distributed cooper-
ative Change Detection scheme called DualCUSUM based on
Page’s CUSUM algorithm. In the algorithm, each sensor runs
a CUSUM and transmits only when the CUSUM is above
some threshold. The transmissions from the sensors are fused
at the physical layer. The channel is modeled as a Multiple
Access Channel (MAC) corrupted with noise. The fusion center
performs another CUSUM to detect the change. The algorithm
performs better than several existing schemes when energy is at
a premium. We also generalize the algorithm to also include
nonparametric CUSUM and provide a unified analysis. Our
results show that while the false alarm probability is smaller for
observation distribution with a lighter tail, the detection delay is
asymptotically the same for any distribution. Consequently, we
provide a new viewpoint on why parametric CUSUM performs
better than nonparametric CUSUM. In the process, we also
develop new results on a reflected random walk which can be of
independent interest.

I. I NTRODUCTION

The detection of an abrupt change in the distribution of a
sequence of random variables is a classical problem in statis-
tics. In this problem, a decision maker observes a sequence
of random variables. At some point of time, unknown to the
decision maker, the distribution of these observations changes.
The decision maker has to detect this change of law as soon
as possible subject to some false alarm constraint. This is
also called thecentralizedversion of thechange detection
problem and has been well studied. When the observations
are independent and identically distributed (iid) conditioned
on the time of change and the distribution of the change time
T is known (this is called the Bayesian setting), the optimal
algorithm was obtained by Shiryaev ([29]). When distribution
of T is not known, the CUSUM algorithm, first proposed by
Page in [23], was shown by Lorden ([17]) and Moustakides
([22]) to minimize the worst case delay (Min-Max optimality).

In the distributedversion of the change detection problem,
multiple geographically distributed sensors take observations
and send the processed information to a decision maker
(fusion center) for the detection of change. This model finds
application in biomedical signal processing, intrusion detection
in computer and sensor networks ([35], [33]), finance, quality
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control engineering, and recently, distributed detectionof
spectrum holes in cognitive radio networks ([16], [28]). The
distribution of the observations of all the sensors changes
simultaneously at some random point of time. While this
model is slightly restrictive, it is the most widely studiedmodel
in the literature. As evident from the work in [3], [37] and in
this paper, even this model is not well explored.

In the absence of communication and resource constraints,
the sensors can send the raw observations to the fusion center
and the problem reduces to the centralized one discussed
above. However, in applications like sensor networks, the
sensors are low power, battery operated devices and thus there
are severe constraints on their communication and processing
capabilities. Therefore, it is suggested that sensors sendpro-
cessed version (e.g., quantized) of their observations to the
fusion center and the fusion center fuses the information from
various sensors to make the decision (see [7], [33], [35], [36]
for various processing possibilities).

Several distributed algorithms have been proposed for de-
tection of change. When sensors send quantized version of
their observations to the fusion center, the author in [35] have
obtained asymptotically optimal algorithms in the Bayesian
setting. In [20], a CUSUM based algorithm is proposed which
is shown to be asymptotically Min-Max optimal. In this
algorithm, each sensor runs the CUSUM algorithm and sends
a ’1’ if it detects a change and a ’0’ otherwise. The fusion
center declares a change when all the sensors transmit a ’1’
simultaneously. In [33] and [34], various distributed change
detection algorithms are compared.

The problem formulations do not explicitly take energy con-
sumption in to account. Furthermore, these algorithms ignore
the unreliability of the communication channel. Recently,a
Bayesian formulation of the decentralized change detection
problem with energy constraints was considered in [37]. The
problem is solved using dynamic programming by restricting
the solution to a class of algorithms.

In this paper we propose a CUSUM based algorithm called
DualCUSUM and show that, for given constraints on false
alarm probability and energy, its mean detection delay is much
less than that [37]. Also, DualCUSUM is computationally
much less complex and requires no feedback from the fusion
node. We also provide the false alarm and delay analysis of
our algorithm.

DualCUSUM uses physical layer fusion to reduce transmis-
sion delays from different nodes. Physical layer fusion requires
phase, frequency and time synchronization of different nodes.
This is feasible in sensor networks ([19], [30]). However, if
one does not provide for such synchronization, DualCUSUM
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can be used without physical layer fusion (using other MAC
layer protocols, e.g., TDMA). Due to other features mentioned
above, it still provides good performance (compared to the
algorithms available in literature). Even in the absence of
an energy constraint, our preliminary investigations indicate
that DualCUSUM performs better than other distributed algo-
rithms, some of which have been identified to be asymptoti-
cally optimal ([20], [33], [35]).

DualCUSUM has been used for cooperative spectrum sens-
ing in Cognitive Radio Systems in [28] and shown to provide
better performance than other algorithms available in literature
not only in delay but also in saving energy.

Although this algorithm has many desirable features, there
is one practical limitation: to use CUSUM one needs the
distribution of observations before and after change at each
sensor node. This may not be a realistic assumption in many
cases. For example, there can be random time varying fading
in the wireless channels in sensor networks (see other articles
in [30]), and in the Cognitive Radio Systems ([16], [28]). See
also [7] for other practical examples. Thus in this paper we
also extend DualCUSUM to a nonparametric set up.

We analyze a generalized version of DualCUSUM of which
parametric and nonparametric versions are special cases. A
few interesting facts emerge from this analysis: mean detection
delay is insensitive to the distribution of the observations but
the false alarm probability crucially depends on the tail behav-
ior of the distributions at least for the nonparametric CUSUM.
The lighter the tail, the lower the false alarm probability.We
also show that the log likelihood function converts a heavy
tailed distribution to a light tail distribution.Since, parametric
CUSUM uses log likelihood and nonparametric CUSUM does
not, the former performs better than the latter for a given
distribution of observations.

Since CUSUM is, or will be a fundamental element of many
distributed algorithms for detection of change, the tools and
techniques used here can be of general interest. Also, since
the CUSUM algorithm is essentially a reflected random walk,
during our analysis, we obtain new results on passage times,
overshoot distribution and excursion above a level for reflected
random walks. Despite extensive studies on random walks,
there are comparatively few results on reflected random walks
([10]).

The paper is organized as follows. We explain the model and
introduce the algorithm in Section II. Section III analyzesthe
performance of the algorithm and provides comparison with
simulations. Section IV concludes the paper.

II. M ODEL AND ALGORITHM

Let there beL sensors in a sensor field, sensing observations
and transmitting to a fusion node. The transmissions from
the sensor nodes to the fusion node are over a MAC. In our
system we assume that all the sensor nodes can transmit at
the same time. There is physical layer fusion at the fusion
node (commonly studied Gaussian MAC is a special case).
The fusion node receives data over time and decides if there
is a change in distribution of the observations at the sensors.

Let Xk,l be the observation made at sensorl at timek. Sensor
l transmitsYk,l at time k after processingXk,l and its past

observations. The fusion node receivesYk = ∑L
l=1Yk,l +ZMAC,

where {ZMAC} is iid receiver noise. The distribution of the
observations at each sensor changes simultaneously at a ran-
dom timeT, with a known distribution. The{Xk,l , l ≥ 1} are
independent and identically distributed (iid) overl and are
independent overk, conditioned on change timeT. Before the
changeXk,l have densityf0 and after the change the density
is f1. The expectation underfi will be denoted byEi , i = 0,1,
andP∞ andP1 denote the probability measure under no change
and when change happens at time 1, respectively.

These assumptions are commonly made in the literature (see
e.g., [7], [35], [36]). Physical layer fusion is consideredin [21]
and [37].

The objective of the fusion center is to detect this change as
soon as possible at timeτ (say) using the messages transmitted
from all the L sensors, subject to an upper boundα on the

probability of False AlarmPFA
△
= P[τ < T] and E0 on the

average energy used. Often the desiredα is quite low, e.g.,
≤ 10−6 in intrusion detection in sensor networks. Then, the
general problem is:

minEDD
△
=E[(τ −T)+],

Subj toPFA≤α andEavg= E

[

τ

∑
k=1

Y2
k,l

]

≤ E0,1≤ l ≤ L (1)

For this distributed optimization problem there is no opti-
mal solution available so far although asymptotically optimal
solution have been identified ([33] - [35]). In the following
instead of solving the optimization problem directly, we de-
velop an efficient parametric class of algorithms. We also
analyze its performance. This analysis can be used to optimize
its parameter. Our algorithm has several desirable features
to provide better performance than the algorithms we are
aware of (including the asymptotically optimal solutions). This
algorithm is called DualCUSUM and is as follows:

1) Sensorl uses CUSUM,

Wk,l = max
{

0,Wk−1,l + log
[

f1
(

Xk,l
)/

f0
(

Xk,l
)]}

, (2)

where,W0,l = 0,1≤ l ≤ L.
Remark: One can see that the CUSUM is a reflected
random walk.

2) Sensorl transmitsYk,l = b1{Wk,l>γ}. Here 1A denotes the
indicator function of set A.
Remark: This is the energy saving step. The parameter b
is chosen offline based on the energy constraint.

3) Physical layer fusion (as in [37]) is used to reduce
transmission delay, i.e.,Yk = ∑L

l=1Yk,l + ZMAC,k, where
ZMAC,k is the receiver noise.

4) Finally, Fusion center runs CUSUM:

Fk = max

{

0,Fk−1+ log
gI (Yk)

g0(Yk)

}

; F0 = 0, (3)

whereg0 is the density ofZMAC,k, the MAC noise at the
fusion node, andgI is the density ofZMAC,k+bI, I being
a design parameter.
Remark: In the absence of MAC noise, it is Min-Max
optimal for the fusion center to declare change when
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Yk = Lb. In the presence of noise, such a decision is not
possible and hence we use another CUSUM to detect the
change. Before the change, sensors transmit rarely and
hence Yk can be approximated by N(0,σ2

M). Also, well
after the change has taken place, when all the sensors are
transmitting, Yk ∼ N(Lb,σ2

M). But the number of sensors
transmitting evolves from1 to L after the change and
hence, we represent Yk, post change, by N(Ib,σ2

M) and
optimize over the choice of I (1≤ I ≤ L).

5) The fusion center declares a change at timeτ(β ,γ ,b, I)
whenFk crosses a thresholdβ :

τ(β ,γ ,b, I) = inf{k : Fk > β}.
Remark: After the change, when the mean of Yk is Lb,
the drift of Fk will be positive (because1 ≤ I ≤ L) and
change will be detected with probability 1.

Multiple values of (β ,γ ,b, I ) will satisfy both the false

alarm and the energy constraint. One can minimizeEDD
△
=

E[(τ −T)+] over this parameter set. In Section III we obtain
the performance of DualCUSUM for given values(β ,γ ,b, I)
which then can be used to solve the optimization problem:

(β ∗,γ∗,b∗, I∗) = arg min
(β ,γ ,b,I)

EDD(β ,γ ,b, I) (4)

subj to P[τ(β ,γ ,b, I) < T] ≤ α, energyEavg(β ,γ ,b, I) ≤ E0.
For the case of Gaussian distribution and GeometricT and
explicit optimization algorithm is provided in [3] to solve(4).

Figure (1) compares the optimal DualCUSUM (obtained via
the optimization algorithm in [3]) with the scheme in [37] and
the optimal centralized Shiryaev scheme via simulation. We
use the parameters:L = 2, I = 1, f0 ∼ N(0,1), f1 ∼ N(0.75,1),
ZMAC,k ∼N(0,1), T ∼Geom(ρ = 0.05) andE0 = 7.61. Clearly
DualCUSUM performs better than [37] and the performance
tends to improve asPFA decreases.

If the distribution of T is known, then for a single node,
Shiryaev algorithm is optimal ([15], [35]). One could possibly
use that also in our setup at the secondary or fusion nodes.
However, especially, in cooperative setup its performance
analysis may become intractable. DualCUSUM itself has been
difficult to analyze. Thus for cooperative Shiryaev algorithm
getting optimal parameters will be almost impossible except
via simulations. Furthermore, surprisingly DualCUSUM per-
forms as well as an algorithm where Shiryaev algorithm is
used at the local nodes and CUSUM at the fusion node. This
comparison is also shown in Figure 1. Surprisingly our initial
investigations also show that DualCUSUM may work better
than the algorithm which uses Shiryaev algorithm at both
the fusion nodes as well as at the fusion center. In addition,
DualCUSUM can be used in the non-Bayesian setup. Most of
the analysis remains the same.

More recently we have used DualCUSUM for spectrum
sensing and shown in [28] that it performs better than several
recently proposed algorithms. This motivates us to study
DualCUSUM further.

DualCUSUM, as the original CUSUM itself, has a strong
limitation. It requires exact knowledge off0 and f1. This
information will be available apriori to varying degrees ina
practical scenario. Depending upon the type of uncertaintyin

f0, f1, different algorithms/variations on CUSUM are available
([9], [15]). One common algorithm, called nonparametric
CUSUM is to replace (2) by

Wk+1,l = max{0,Wk,l +Xk,l −D}, (5)

where,D is an appropriate constant such thatE[Xk,l −D] is
negative before change and positive after change. If the mean
of Xk,l is known before and after the change,D can be chosen
as the average of the two means. For Gaussian and exponential
distributions, nonparametric CUSUM becomes CUSUM for
some appropriateD and scaling. If at the fusion nodeg0 is
not known (in our CUSUM algorithm (3) at the fusion node,
gI (x) = Ib+g0(x)), then one can use (5) even at the fusion
node.

In the following we will computePFA and EDD for a
generalized class of algorithms where at the sensor nodes and
at the fusion node we use the algorithm,

Wk+1 = max{0,Wk+Zk+1}, (6)

where, {Zk} is an iid sequence with different distributions
before and after the change. (At the fusion node the situation
is more complicated; we will comment on it as and when
needed). We will assume thatE[Zk] < 0 before the change
andE[Zk]> 0 after the change. We will denote byfZ,FZ and
PZ the density, cdf and probability measure forZk.

Algorithm (6) contains CUSUM and nonparametric
CUSUM as special cases. In the next section we analyze the
generalized DualCUSUM with (6). We emphasize that unlike
DualCUSUM, this algorithmmay not require knowledge of
f0 and f1, (e.g. we only need to chooseD appropriately
for nonparametric CUSUM). But, the performance of this
algorithm, as we show in the next section, does depend on
the underlying distribution. This is typical of such algorithms.

III. A NALYSIS

In this section, we first compute the false alarm probability
PFA and then the delayEDD. The idea is to model the times
at which the CUSUM{Wk} at the local sensors, crosses the
thresholdγ (we drop subscriptl for convenience) and the local
nodes transmit to the fusion node (Fig. 2).

ComputingPFA requires finding (whenZk has distribution
f0) the distribution ofτγ , the first timeWk crossesγ, the
amount of time it stays aboveγ (excursion time aboveγ), and
the probability that the fusion node declares a change during
an excursion time. These are computed in Sections III-A-III-E.
The delayEDD is computed in Section III-G.

We will need the following notations and definitions. LetX
be a random variable with distributionF . Then F∗n denotes
the n-fold convolution ofF and F̄(x) = 1−F(x). A function
l is slowly varyingif for all λ > 0, l(λx)/l(x)→ 1 asx→ ∞.

Definition 1: ([1]) F is heavy tailed if for any ε > 0,
E[eε |X|] = ∞. F is subexponentialif F̄∗2(x)/F̄(x)→ 2 asx→
∞. If F is not heavy tailed, we call itlight tailed. If 1−F(x) =
l(x)x−α ,α > 0 wherel is slowly varying thenF is regularly
varying with index−α.

Gaussian, Exponential and Laplace distributions are light
tailed. Pareto, Lognormal and Weibull distributions are subex-
ponential. Subexponential distributions are a subclass ofheavy



4

tailed distributions and regularly varying distributionsare a
subclass of subexponential distributions. We will also be con-
cerned with a sub familyS ∗ of subexponential distributions
defined in [11] which contains all the above members of
subexponential family if they have a finite mean.

Often it is said that light tailed distributions may provide
better system behavior than the heavy tailed ([8]). We demon-
strate this for the probability of false alarm. In particular we
will show that if the positive tail ofFZ is light then PFA is
much less than if it is heavy tailed. Interestingly, we will also
show thatEDD is largely insensitive to the tail behavior ofFZ.

CUSUM has the interesting property that it transforms a
large class of heavy tailed distributions into light taileddis-
tributions. This important property of log likelihood seems to
have escaped the attention of investigators before. This makes
CUSUM perform better than the nonparametric CUSUM.
Lemma 1 (in Appendix A) states this property in reasonable
generality.

A. Behavior of Wk under P∞
The process{Wk} is a reflected random walk with negative

drift under P∞. Figure (2) shows a typical sample path for
{Wk}. The process visits 0 (regenerates) a finite number of
times before it crosses the thresholdγ at,

τγ
△
= inf{k≥ 1 :Wk ≥ γ}. (7)

We call τγ the First Passage Time (FPT). The overshootΓ
is defined asWτγ − γ. The time between two regenerations is
inter-regeneration timeτ. UnderP∞, E[τ ]< ∞. Let

τ0
△
= inf{k : k> τγ ;Wk ≤ 0}− τγ and,

η = #{k : Wk ≥ γ;τγ ≤ k≤ τγ + τ0}. (8)

During timeη (called a batch) a local node transmits to the
fusion node. Thus, these are the times during which the fusion
node will most likely declare a change. The overshootΓ can
have significant impact onη .

It has been shown in [24] that the point process of ex-
ceedances ofγ by Wk, converges to a compound Poisson
process asγ → ∞. The points appear as clusters. The intervals
between the clusters have the same distribution as that ofτγ
in (7) and the distribution ofη in (8) gives the distribution of
the size of the cluster, i.e., the batch of the compound Poisson
process. Since, one has to choose large values ofγ to keepPFA

small, a batch Poisson process provides a good approximation
in our scenario.

In the next few sections we give results on the distribution
of τγ , overshootΓ, and the distribution of the batchη which
will be used in computingPFA.

B. First Passage Time under P∞

From the compound Poisson process approximation men-
tioned above,

lim
γ→∞

P∞[τγ > x] = exp(−λγx), x> 0, (9)

where,λγ a positive constant. In [3] a formula forλγ was used
which is computable for Gaussian distribution only. However,

by solving integral equations obtained via renewal arguments
([25]), one can obtain the mean of FPT for any distribution.
Epochs whenWk = 0 are renewal epochs for this process. Let
L(s) be the mean FPT withW0 = s≥ 0. Henceλγ = 1/L(0).
Then from renewal arguments:

L(s) = FZ(−s)L(0)+
∫ γ

−s
L(s+z)dFZ(z)dz+P[Z > γ −s]. (10)

This equation is obtained by conditioning onZ0 = z. If
Z0 ≤−s, thenW1 = 0, providing the first term on the right. If
Z > γ −s, then the threshold is approached in one step only,
providing the last term.

Equation (10) can be shown to be a Fredholm integral
equation of second kind ([26]). Theorem 1 shows that Equation
(10) has a unique continuous solution in our set up under weak
conditions.

Theorem 1:If FZ is continuous andFZ(γ)< 1 then (10) has
a unique continuous solutionL.

Proof: See Appendix B.
Equation (10) can be solved recursively onL(s),0≤ s≤ γ.

An efficient algorithm is provided in [18].
From (10) not only we can compute theE[τγ ] exactly, but

can also get some asymptotic rates. Takings= 0 in (10), and
writing L(0) as Lγ(0) to make dependence onγ explicit, we
get (sinceLγ(0)≥ Lγ(y) for 0≤ y≤ γ)

Lγ(0) = 1+FZ(0)Lγ(0)+
∫ γ

0 Lγ(y) fZ(y)dy
≤ 1+FZ(0)Lγ(0)+Lγ(0)(FZ(γ)−FZ(0)).

Thus,

Lγ(0)≤
1

1−FZ(γ)
. (11)

Equation (11) provides the dependence ofE[τγ ] on the tail of
distribution ofFZ. For example, if 1−FZ(γ)∼ γ−α ,α > 0, then
E[τγ ]≤ γα and if FZ is light tailed (∼ e−αγ ) thenE[τγ ]∼ eαγ .
Although (11) only gives an upper bound on the growth of
E[τγ ] with γ, it turns out that this upper bound in fact gives
the exact rate of growth. This can be seen from the following
facts (due to lack of space we will be brief). Letpγ be the
probability ofWk exceedingγ in one regeneration length. Let
E[τ ] be the mean regeneration length. From [14],

pγE[τγ ]

E[τ ]
→ 1 asγ → ∞. (12)

From [1], if Z has subexponential distribution then forγ large,
pγ ≈ P[Z > γ ]E[τ ] and hence from (12),E[τγ ] ∼ 1/P[Z > γ ].
If there exists anγ̄ > 0 with E[eγ̄Z] = eγ̄ then from [27],
γ−1 logpγ →−γ̄ and hence from (12) we getγ−1 logE[τγ ]→ γ̄.

Table I providesE[τγ ] for Pareto distribution withK = 2.1
and Gaussian distribution withEZk = −0.5 andvar(Zk) = 1.
We see that asγ increasesE[τγ ] for Gaussian distribution
becomes much larger than for the Pareto distribution. This
implies thatPFA for the Gaussian distribution should be much
less than for Pareto,K = 2.1 if γ is large.

C. Distribution of overshoot

Next we consider the mean and the distribution of the
overshootΓ. From renewal equations as in (10), we can exactly
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computeE[Γ] for any distribution. IfR(x) =E[Γ] with W0 = x,

R(x) = E[Zk− (γ −x)|Zk > (γ −x)]PZ[Zk > γ −x]+
∫ γ

y=0
R(y) fZ(y−x)dy+R(0)FZ(−x). (13)

The mean overshootE[Γ] equalsR(0). Similar to the equation
(10), this is also a Fredholm integral equation of second kind.
Thus, we can obtain existence of a unique continuous solution
of this equation as in Theorem 1 under the same conditions.
For light tails E[Γ] converges quickly to a constant value as
γ → ∞. Thus for light tails (13) can be evaluated for a much
smaller value ofγ which can then be used for all higher values
of threshold as well.

As in case of (10), (13) also provides some asymptotic rates
and dependence ofE[Γ] on the tails ofZ. Takingx= 0 in (13)
and denotingR(0) asRγ(0), we get

Rγ(0) = E[Z− γ |Z > γ ]P[Z > γ ]+Rγ(0)FZ(0)

+
∫ γ

y=0
Rγ(y) fZ(y)dy,

and henceRγ(0)≥ E[Z−γ)|Z>γ ]P[Z>γ ]
1−FZ(0)

.
If 1−FZ is of regular variation with index−α then

E[Z− γ)|Z > γ ]P[Z > γ ] =
∫ ∞

γ
zdPZ(z)− γP[Z > γ ]

is of regular variation with index−α +1 and henceRγ(0)≥
l(γ)γ−α+1 for slowly varying functionl .

If Z is of exponential type, i.e., limx→∞
fZ(x+γ)

fZ(x)
= e−λγ for

all γ > 0 for someλ > 0, thenRγ(0) ≥ βe−λγ for large γ.
This suggests that for heavy tailedZ mean overshoot will be
much more. The following results further strengthen this. Let
M(τ) = max{Wk,0≤ k≤ τ −1}.

Theorem 2:The following hold:

(a) If Z ∈ S ∗ then for x > 0, P[Γ(γ) > x] ≤ P[M(τ) > γ +
x|M(τ)> γ ]→ 1 asγ → ∞ andM(τ) is subexponential.

(b) If Z is regular with index−α, α > 1, thenM(τ) is regular

with index−α and for anyε > 0, Γ(γ)γ
−1

(α−ε) → 0 a.s. and

E[Γ(γ)]γ
−1

(α−ε) → 0 asγ → ∞.
(c) If there is anα > 0 such thatE[eαZ] = 1 thenΓ is light

tailed andE[Γ(γ)]/ e−αγ .

Proof: See Appendix C.
Theorem 2(c) states that ifZ is light tailed,E[Γ(γ)] decays

exponentially withγ. The following discussion suggests that
Γ(γ) has an exponential distribution asγ → ∞.

To express the results related to distribution of the over-
shoot, we need the concept ofMaximum Domain of Attraction
(MDH). Let Mn = max{W1, . . . ,Wn}. Since,{Wk} is Harris er-

godic and hence strongly mixing, (see [1]),an(Mn−bn)
d→ H,

where
d→ denotes convergence in distribution andan,bn are

appropriate positive constants. HereH is either a Frechet
distribution, H(x) = exp(−x−α),x ≥ 0, for someα > 0 or
the Gumbel distribution,H(x) = exp(−e−x),−∞ < x< ∞. The
distribution ofWk is said to belong to theMDA of H. TheMDA
of Subexponential distributions is a Frechet distribution, while
light tailed distributions belong to theMDA of the Gumbel
distribution.

For subexponential distributions, withZk in MDA of an H
with parameterα, ([1]),

lim
x→∞

F̄(γ)(ω(γ)y) = Pα(y), (14)

where,F̄(γ)(x) = 1−(F0(x+γ)−F0(x))/F̄0(x), ω(γ) =E[Zk−
γ |Zk > γ ] andPα is the generalized Pareto distribution, with

Pα(y) =







(1+y/(α −1))−α , α < ∞,
y> 0.

e−y α = ∞,
(15)

Here, α < ∞ corresponds to the Frechet case andα = ∞ to
the Gumbel case.

We plot the distribution of overshoot for Pareto distribution
with K = 2.1 in Figure (3). The mean overshootω(γ) was
obtained using equation (13). We observe that equation (15)
gives a very good estimate of the overshoot distribution. We
have verified that (15) is a good approximation even whenZk

is Lognormal (withω(γ) obtained from (13)).
The above arguments suggest that even for the light tailed

distributions, the overshoot converges to exponential distribu-
tion where the mean can be obtained from (13). We plot this
approximation for Gaussian distribution in Figure (4) and find
an excellent match with simulations. We have verified this for
Laplace distribution also.

Comparing Figures (3) and (4), we see that the overshoot
for Pareto distribution is much more than for the Gaussian
distribution.

D. Distribution of the Batch

In this section we give the distribution of the batch. Al-
though the distribution of batch for sub-exponential tailsis
given in [1], the one for light tails is not previously available
in the literature (for example, it is not explicitly provided in
[24]).

1) Distribution of batch for heavy tail:From Theorem
2.4 of [1], the batch size distribution for subexponentialZ
(belonging to theMDA of a Frechet distributionH with
parameterα) satisfies

E[Z]
ω(γ)

η d→Yα , (16)

asγ →∞, whereω(γ) =E[Z−γ |Z> γ ] andYα has distribution
Pα .

Figure (5) shows the plot of Batch complementary CDF for
Pareto distribution with parametersK = 2.1. One sees a good
match with simulations.

2) Distribution of batch for light tail: Let G j(x) be the
conditional batch distribution,

G j(x) = P[η ≤ j|Wτγ = γ +x],

when the overshoot isx. We now obtainG j(x) using Brownian
Motion (BM) approximation of{Wk}.

The reflected random walk
{

Wk+τγ

}τ0

k≥0
is given by an

ordinary random walk. Further, with large values ofγ (needed
for large PFA), τ0 is sufficiently large. Thus, using Donsker’s
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theorem [6] we approximate (with largeN):

{

Wk+τγ

}τ0

k≥0
∼
{

Wτγ +Sk,l
}τ0

k≥0
∼

{

Wτγ +σS

√
Nζ

(

k
N

)

+kµ
}τ0

k≥0

whereζ (t), t ≥ 0 is a standard Brownian motion (BM),µ =
EZk andσS= var(Zk). GivenWτγ = γ +x, τ0 is approximated
by the time taken by the above BM to reach 0 starting with
γov = γ +x. This is given by ([13]):

P[τ0 > i] = Φ
(γov−µ i

σS
√

i

)

−e
2µγov

σ2
S Φ

(−γov−µ i

σS
√

i

)

, (17)

whereΦ denotes the CDF of the standard Gaussian distribu-
tion.

We obtain the batch distribution using occupation measure,
aboveγ, of the BM till time τ0 ([32]). Choose timetB such
that for some small enoughε > 0, P[τ0 ≤ tB] > 1− ε and
P[τγ ≥ tB] > 1− ε. This is possible if,P[τ0 << τγ2] is close
to 1, which is true for smallPFA (and hence largeγ).

Define δ = (γ + x)
/

(σS
√

tB) , and m = µ
√

tB
/

σS The
conditional batch size distribution is approximated using, [32],
as

G j(x) = 2
∫ j

0

[ϕ(m
√

1−u)√
1−u

+mΦ(m
√

1−u)
]

[

ϕ
(δ −mu√

u

) 1√
u
−me2mδ Φ

(−δ −m√
u

)]

du, (18)

where, ϕ represents the standard Gaussian pdf. Since the
overshoot distribution is exponential, for light tailedZk,

P[η ≤ j] =
∫ ∞

0
G j(x)

1
E[Γ]

exp(− x
E[Γ]

)dx (19)

The mean overshootE[Γ] =R(0), whereR(0) is obtained from
equation (13). Figure (6) plots the distribution ofη for Zk with
Laplace distribution via (19) and via simulations.

For Lognormal distribution, which can be approximated via
both heavy tailed and light tailed approximations provided
above, (19) provides a better approximation.

Comparing Figures (5) and (6) one sees that the batch size
for a Pareto distribution is larger than for a Laplace distribution
even when they have same mean and variance. This is a direct
consequence of having larger overshoots.

E. False Alarm Analysis

The false alarm in DualCUSUM can happen in two ways:
one within a batch (we denote its probability by ˜p) and another
outside it, i.e., due to

{

ZMAC,k
}

. We will compute these later
on. First, we compute thePFA from these quantities.

From the assumptions made and the above approximation,
the inter-arrival time of the batches in the system (at the fusion
center) is exponentially distributed with rateLλγ (because
the processes{Wk,l} are independent for different nodes each
generating batches as Poisson processes with rateλ ). Then,
the number of batches appearing before the time of change is a
Poisson random variable with parameterLλγ i, whenT = i. In
the following, we will show that the time to FA outside a batch
is exponentially distributed with parameterλ0 (to be defined

below). Therefore, ifT ∼ Geom(ρ), then one can show that:

PFA = 1− e−(λ0+λγ Lp̃)ρ
1−e−(λ0+λγ Lp̃)(1−ρ)

. (20)

Similarly, one can obtain expression forPFA when T is not
geometric.

False Alarm within a Batch:

We have seen above that for light tailedZk, the E[τγ ] is
large and the batch sizes are small. Thus, the batches by
different local nodes do not overlap. However, it is not true
for heavy tailed distributions. Thus we compute the ˜p for the
two cases separately.

Light Tailed
The false alarm probability ˜p within a batch, can be com-

puted as, ˜p≈ ∑∞
i=1P[η = i]P[FA |η = i], whereP[FA |η = i]

represents the probability of FA (CUSUM at the fusion center
crossingβ ) in i transmissions when one local node is already
transmitting, i.e.,Yk = b+ZMAC,k. If τβ is the FPT variable at
the fusion center, then,P[FA |η = i] = P[τβ ≤ i]. Sinceη is
small for negative drift underf0 (sinceD in (5) is chosen that
way) we use integral equations to compute the distribution of
τβ for observationsYk given in this paragraph.

Table II gives the comparison of thePFA values obtained via
(20) and simulations for light tailed distributions (Gaussian
and Laplace). It turns out that the expression is also valid
for heavy tailed distributions like Lognormal (also shown in
Table II). One can see a good match.

Heavy Tailed
Now, we use different arguments to compute ˜p and then use

it in (20). For simplicity, in the following, the fusion center
is assumed to use (3) for detection and not nonparametric
CUSUM. From [3], the optimal choice ofI is found to be
always greater than 1.

Let m be the minimum number of sensors required to make
drift of Fk positive. We denote byµm the drift with m nodes
transmitting. Then we approximate ˜p by the probability that
Fk will have positive drift during a batch and that the batch
lasts forβ/µm time (the time needed forFk to crossβ when
the drift is µm) afterm sensors start transmitting. We compute
this in the following.

Within a batch of sizeη , let T1 be the time at which one
out of the remainingL− 1 nodes transmit. Let the second
transmission (one out ofL−2) happens atT1+T2, and so on.
Sinceτγ is exponential,Ti are also exponential with parameter
(L− i)λγ if µi+1 < µm. Then,

p̃≈ P

[

T1+T2+ . . .+Tm−1+
β
µm

< η
]

.

We use this approximation to computePFA for ParetoK = 2.1
distribution. This is also provided in Table II. We see that the
approximation is indeed good for ParetoK = 2.1.

False Alarm outside a Batch

In the absence of any transmission from the sensors,Yk ∼
N(0,σ2

MAC) if ZMAC ∼ N(0,σ2
MAC), whereN(0,σ2

MAC) denotes
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Gaussian distribution with mean 0 and varianceσ2
MAC. Hence,

Fk has negative drift. Thus the time to first reachβ , i.e.,
time till FA, is approximately exponentially distributed with
parameterλ0 which can be obtained from Section III-B.

F. Comparative overall performance

The effect of tail ofZk on FPT, overshoot and batch size was
shown in the previous sections. This causes much largerPFA

for heavy tailedZk compared to the light tailed distributions
for same mean and variance. This gets reflected into large
EDD for heavy tailed distributions for a givenPFA. Table III
confirms these conclusions as theEDD for a light tailed system
is much smaller as compared to the one from a heavy tailed
system. The individual systems are optimized to make sure
that each performs at its best.

Table IV shows the comparative performance of parametric
and nonparametric DualCUSUM’s for givenf0 and f1. The
difference in performance is most pronounced when the tail
of f0 is heaviest, i.e. forK = 7, while the performance is same
for Gaussian distributions on which log likelihood function has
no effect.

Note that in Table IV, the variance ofZk is different for
parametric and nonparametric CUSUMs. The overall effect
is thus a combination of the effect of tails and that of the
variances. However, as can be seen from the table, the effect
of tail dominates and the general conclusion that light tailed
systems are better, still holds.

EDD in Tables III and IV is computed via simulations.
However in the next section we theoretically evaluateEDD

and then compare with the simulated values.

G. Computation of EDD

The mean detection delay,EDD, at the fusion node, after the
change has occurred, can be written as,

EDD = E
[

(τ −T)+
]

= E[τ −T|τ ≥ T](1−PFA). (21)

When µ = E[Zk]> 0, the timeτγ for Wk at a local node to
cross thresholdγ satisfiesE[τx]/x→ 1/µ asx→ ∞. Thus for
large γ, E[τγ ]∼ γ/µ .

Let µl be the drift of fusion CUSUMFk when l local nodes
are transmitting.

Let L = 1. Let the change take place atk = 0. After
approximatelyτγ slots the local node will start transmitting
signal levelb to the fusion center. Hence, afterτγ slots the drift
of Fk is µ1. SinceL = 1, µ1 has to be positive for reasonable
system performance. Then, the mean time for fusion center
to touch thresholdβ , for large β is approximatelyβ/µ1.
Therefore a reasonable asymptotic estimate ofEDD, for large
γ and β is, EDD ≈ γ/µ +β/µ1. We have verified that this is
a good approximation even for small positive driftsµ ,µ1.

ForL≥ 2, γ/µ+β/µ1 is not a good approximation forEDD.
This is because of three reasons. First, when there is more than
one node running CUSUMWk, any one of them can crossγ,
and the time for the first among them to cross is much less
than γ

µ , especially whenL is large. Second, as the number of
nodes crossingγ increases, the drift at the fusion node changes
from µ0 throughµL. Finally, depending on the choice ofI or D

(based on whether (3) or (5) is used at the fusion center), some
of the µl ’s can be negative or zero. Taking these factors into
account, we have developed an approximation forEDD which
works quite well forL> 1 (see [4]). However, in the following
we use a somewhat different approach which is useful in more
general scenario also.

Using the above approximation via LLN and via central
limit theorem approximation, we can show that for each node,
τγ ∼ N( γ

µ ,
σ2γ
µ3 ). Thus, to compute the timeτ(l) when l node

start transmitting one can compute thelth order statistics ofL
i.i.d. random variables with the distribution ofτγ . Let I nodes
need to transmit before the CUSUM at the fusion node has
drift µI positive. Then we approximateEDD by E[τ(I)]+β/µI

whereβ/µI approximate the time CUSUM at the fusion node
takes to crossβ with drift µI .

Since, the strong law of large number and the central
limit theorem suffice to build the approximations, theEDD is
independent of the distribution ofZk but depends only on its
mean and variance. The results are shown in Table V for dif-
ferent distributions. The second column is our approximation
developed above and the rest are obtained via actual system
simulations. It can be seen that, asγ reaches 50, theEDD of
all the distributions considered is nearly 147.

IV. CONCLUSIONS

We have proposed an energy efficient distributed change de-
tection scheme which uses the physical layer fusion technique
and CUSUM at the sensors as well as at the fusion center. We
have shown that it performs better than various algorithms
available in literature. We also extended the algorithm to also
include the nonparametric CUSUM. We have theoretically
computed the probability of false alarm and mean delay in
change detection for the general algorithm. The analytical
results provide good approximations for different distributions.
Our analysis provides interesting conclusions and insights.
One is that the tail of the distribution has significant effect
on the performance of nonparametric CUSUM. We also show
why parametric CUSUM is relatively insensitive to the tails.
In the process we obtain new results on the reflected random
walk which can be of independent interest.

APPENDIX A

This section states and proves Lemma 1 which shows that
log likelihood converts a large class of distributions intolight
tailed distributions. LetZ = log f1(x)

f0(x)
and g(x) = f1(x)

f0(x)
. Then,

the following hold:
Lemma 1: (a) If g(x)≤ xβ for someβ > 0, and allx large

enough and 1− F0(x) ≤ x−α0 for all large x then the
positive tail of distribution ofZ decays exponentially with
parameterα0/β .

(b) If g(x)≤ exp(αxβ ) for someα,β > 0 and allx large and
1−F0(x) ≤ exp(−α0xβ0) for α0,β0 > 0, thenP[z> x] <
exp(−α0

x
α

β0/β ).
Proof:

(a) For x > 0, P0[Z > x] = P0[g(X) > ex] ≤ P0[Xβ > ex] ≤
e−xα0/β .
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(b) For x > 0, P0[Z > x] = P0[g(X) > ex] ≤ P0[exp(αXβ ) >
ex] = P0[αXβ > x]≤ exp(−α0

x
α

β0/β ).

The above Lemma covers a large number of cases as we
illustrate now. Part (a) of the theorem shows that iff0 and f1
are heavy tailed,Z can become light tailed. Part (b) of theorem
shows that light tailedf0, f1 will keep Z light tailed. For
example letF1 andF0 be of regular variation with parameters
−α0 and −α1, i.e., 1−Fi(x) = l i(x)x−αi , i = 1,2 for x > 0,
wherel i are slowly varying functions, andαi > 0 with α0 6=α1.
Then, Theorem 1(a) applies. Ifα0 > α1, g(x) = l(x)xα0−α1 ≤
xα0−α1+β1 for any β1 > 0 for all large x. Also, 1−F0(x) ≤
xα0+β2 for any β2 > 0 for x large enough. Chose 0< β2 < α0.
Hence,P0[Z > x]< exp(−x(−α0+β2)/(α0−α1+β1)) for all
x large enough providingZ with light tail underP0. If α0 <
α1, then g(x) < xβ1 for any β1 > 0 and we getP0[Z > x] <
exp(−x(α0−β2)

β1
).

Next consider exponential distributions: fi(x) =
λi exp(−λix), λi > 0, x > 0, λ0 6= λ1. Then, g(x) ≤ e|λ1−λ0|x

andP0[Z > x]< e−λ0(x−logλ1/λ0)/|λ1−λ0|. ThusZ is light tailed
underP0.

Now we show the versatility of the above result by consider-
ing f1(x)= β1x−α1 and f0(x)= exp(−(x−µ0)

2/2σ2)/
√

2πσ0.
Then, g(x) = β1x−α1 exp((x− µ0)

2/2σ2)
√

2πσ0 ≤ exp(αx2)
for appropriately chosenα > 0 for all large x. Thus, since
1− F0(x) ≤ exp(−(x− µ0)

2/4σ2
0 ) ≤ exp(α0x2), P0[Z > x] ≤

exp(−α0x
α1

).

APPENDIX B

This appendix provides the proof of Theorem 1.

Proof: Obtain an equation forL(0) by substituting 0 for
s in (10) and then plug in the expression forL(0) in (10). We
obtain

L(s) =

(

1+
FZ(−s)

1−FZ(0)

)

+

∫ γ

0
Lγ(y)

(

FZ(y−s)+
FZ(y)FZ(−s)

1−FZ(0)

)

dy (22)

which is Fredholm integral equation of second kind with
kernel k(s,y) = fZ(y− s) + FZ(y)FZ(−s)

1−FZ(0)
and we consider the

mapping f 7→ g defined by

g(s) =
∫ γ

0
k(s,y) f (y)dy (23)

on the space of functionsL2([0,γ ]). From [26] (pp. 269-270),
to show that (22) has a continuous solution, forFZ continuous
we need to show thatφ(s) =

∫ γ
0 k(s,y)φ(y)dy has a unique

solution which then is the trivial solutionφ(s) = 0.

For this we show that (23) is a contraction mapping on the
space of continuous functions on[0,γ ] (with sup norm). We

have, for‖ f‖ △
= sup0≤y≤γ | f (y)|,

‖g‖ = sup
0≤s≤γ

|
∫ γ

0
k(s,y) f (y)dy|

≤ ‖ f‖ sup
0≤s≤γ

[

∫ γ

0
fZ(y−s)dy+

∫ γ

0
fZ(y)

FZ(−s)
1−FZ(0)

dy

]

= ‖ f‖ sup
0≤s≤γ

[

FZ(γ −s)−FZ(−s)+
FZ(−s)(FZ(γ)−FZ(0))

1−FZ(0)

]

= ‖ f‖ sup
0≤s≤γ

[

(FZ(γ −s)(1−FZ(0))+FZ(−s)(FZ(γ)−1)
1−FZ(0)

]

< ‖ f‖ sup
0≤s≤γ

FZ(γ −s)≤ ‖ f‖FZ(γ).

Thus if FZ(γ)< 0, this operator is a contractor and hence has
a unique fixed point which is the trivial functionφ(s) = 0.

APPENDIX C

This appendix provides the proof of Theorem 2.
Proof: (a) If Z ∈ S ∗ then from [1], Theorem 2.1

P[M(τ)> x]≈ E[τ ]P[Z > x] (24)

for largex. ThusM(τ) is subexponential ifZ is. Let {Yk} be
i.i.d. with the distribution ofM(τ). Let N(γ) = inf{n : Yn > γ}.
ThenWτγ ≤st YN(γ) (X ≤st Y denotesP[X ≤ x] ≥ P[Y ≤ x] for
all x). Thus forx> 0,

P[Wτγ − γ > x] ≤ P[YN(γ)− γ > x]

=
∞

∑
n=1

P[Yn > γ +x,N(γ) = n]

=
∞

∑
n=1

P[Yn > γ +x, max
1≤k≤n−1

Yk ≤ γ ]

= P[Y > γ +x]
∞

∑
n=1

(P[Y ≤ γ ])n−1

=
P[Y > γ +x]

P[Y > γ ]
. (25)

BecauseY is subexponentialP[Y > γ + x]/P[Y > γ ] → 1 as
Y → ∞. Also taking expectations in above inequalityE[Γ] ≤
E[Y− γ |Y > γ ].
(b) From (24), if Z is of regular variation with index−α,
α > 1 thenM(τ) is of regular variation with index−α. Also
then E[Z] < ∞ and E[M(τ)] < ∞. Therefore,E[Yα−ε ] < ∞
for any ε > 0. Hence, from Gut [12], Chapter 1, Th.2.3,

(Γ(γ))γ
−1

(α−ε) ≤ YN(γ)γ
−1

(α−ε) → 0 a.s. becauseN(γ) → ∞ a.s.
as γ → ∞ and N(γ)/γ → 1/E[γ ] a.s. Also since{N(γ)/γ} is
uniformly integrable (Gut [12], P.54), we get from Gut [12],
Chapter 1, Thm.7.2, limγ→∞

E[Γ(γ)]
γ1/(α−ε) = 0.

(c) From [2], Chapter 7,P[M(τ) > x] ≈ ce−uα for u > 0 for
somec> 0. Thus from (25)

P[Γ(γ)> x] = P[Wτγ − γ > x]

≤ P[Y > γ +x]
P[Y > γ ]

≈ e−αx as γ → ∞. (26)
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Fig. 1. ln(PFA) (x axis) vsEDD comparison with [37].

Wk Sojourn time aboveγ

γ

τγ

Γ

τ0

Fig. 2. Excursions ofWk aboveγ can be approximated by a compound
Poisson process. A local node transmits to the fusion node during these
excursions.

γ E[τγ ] Gauss E[τγ ] Pareto
5 930 800
6 2551 1100
7 6950 1455
8 19020 1880

TABLE I
MEAN FPTE[τγ ] FOR PARETO (K = 2.1) AND GAUSSIAN WITH

EZk =−0.5.

L I γ β PFA PFA

Anal. Sim.
×10−4 ×10−4

Gauss 5 2 15 18 1.22 1.1
10 2 15 18 2.43 2.28

Laplace 6 2 16 16 2.57 2.06
12 3 16 16 0.66 0.55

Log- 5 2 25 20 1.47 1.76
normal 10 2 25 20 2.97 3.5
Pareto 5 3 30 30 1.93 1.77
K=2.1 5 3 50 50 0.23 0.25

TABLE II
PFA FOR VARIOUS DISTRIBUTIONS USING(5) AT THE LOCAL NODE AND

(3) AT THE FUSION NODE: EZk =−0.3, var(Zk) = 1, ρ = 0.005AND b= 1.

ρ PFA E∗
DD E∗

DD
Gauss Pareto

K=2.1

5e-4 e-2 29 36
5e-4 e-3 33 49
1e-4 e-3 41 95

TABLE III
COMPARISON OFE∗

DD OF GAUSSIAN (I∗ = 3) AND PARETO (I∗ = 4) WITH

L = 5, E0 = 5, EZk =−0.5, var(Zk) = 1 AND ZMAC = N(0,1).

f0 → f1 L/I E∗
DD E∗

DD
nonparametric parametric

Paretoxm = 1 5/4 54.8 4.4
K = 7 to K = 3

Paretoxm = 1 5/4 69.1 24.9
K = 40 to K = 30

Gaussianσ = 1 5/3 10.1 10.1
EZk = 0 to EZk = 0.6

TABLE IV
COMPARATIVE PERFORMANCE OF PARAMETRIC AND NONPARAMETRIC

DUAL CUSUM FOR PFA = 0.01 WITH ρ = 0.05,E0 = 7.61, AND

ZMAC = N(0,1).

EDD EDD

γ EDD EDD EDD Log− Pareto
Anal. Gauss Laplace normal K = 3

5 5.3 9.1 9.3 9.3 10.7
8 11.4 16.6 16.8 16.9 18.7

15 30.3 36.3 36.5 36.7 38.5
50 146.7 146.8 147.1 147.6 150.5

TABLE V
COMPARISON OFEDD FOR VARIOUS DISTRIBUTIONS: L = 10, I = 1,β = γ

EZk =−0.3, VAR(Zk)=1 AND b= 1.



11

0 20 40 60
0

0.2

0.4

0.6

0.8

1

 Simulation
 Analysis

Fig. 3. Complementary CDF ofΓ for ParetoK = 2.1, EZk = −0.3 and
var(Zk) = 1 andγ = 8
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Fig. 4. Complementary CDF ofΓ for Zk ∼ N(−0.3,1) and γ ≥ 6

Analysis Simulation
α L (β ∗,γ∗,b∗) E∗

DD (PFA, E∗
DD, Eavg)

5e-5 2 (15.17, 7.88, .69) 47.59 (4.7e-5, 47.06, 10.05)
1e-5 2 (16.54, 8.13, .60) 55.60 (1.1e-5, 55.04, 10.01)
5e-5 4 (21.00, 6.76, .71) 30.0 (4.0e-5, 29.80, 05.02)
1e-5 4 (22.00, 7.32, .65) 34.3 (0.9e-5, 34.02, 05.01)

TABLE VI
PERFORMANCE OFOPTIMAL DUAL CUSUM : COMPARISON OF

SIMULATION WITH ANALYSIS FOR m0 = 0, m1 = 0.75, σS= 1, σM = 1,
ρ = 0.005,I = 2 AND LE0 = 20, .
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Fig. 5. Complementary CDF of Batchη for ParetoK = 2.1, EZk = −0.3
andvar(Zk) = 1 andγ = 15.
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Fig. 6. Complementary CDF of Batchη for LaplaceZk with EZk = −0.3
andvar(Zk) = 1 andγ ≥ 7.


